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OVERVIEW “

As cloud adoption accelerates, it's critical to manage “NEARLY ALL SUCCESSFUL
your security risks within your growing number of ATTACKS ON CLOUD SERVICES
cloud services. One single misconfiguration can lead ARE THE RESULT OF CUSTOMER
to a serious data breach. Data shows that more and MISCONFIGURATION,
more breaches are happening, not because of people MISMANAGEMENT AND
clicking on malicious links, but because of negligent MISTAKES, "
misconfigurations. - GARTNER, 2022

The graphic below breaks down the biggest threats to
an organization's cloud security. Misconfiguration of
the cloud accounts for 62%.

Biggest Cloud Security Threats

Misconfiguration of the cloud platform I 62%
Unauthorized access [N 55%
Insecure interfaces/APls NN 50%
Hijacking of accounts, services or traffic NG 47%
External sharing of data N 9%
Foreign state sponsored cyberattacks N 33%
Malicious insiders NN 30%
Malware/Ransomware [N 267%
Denial of service attacks N 22%
Theft of service N 12%
Lost mobile devices M 7%

Other I 7%

Source: CB Insights
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MISCONFIGURATION

At a general level, a misconfiguration could be anything from having storage not
configured correctly, to not having access controls configured in a way that is controlling
the access at the right levels. Some additional ways a cloud could be misconfigured include:

lack of access restrictions

lack of logging and monitoring

« lack of data protection

lack of audit and validation

over entitlement of access to some users

A common misconception is that the cloud is secure because businesses are using large
cloud providers such as Amazon, Google, and Microsoft. While these providers are certainly
some of the most secure in the world, it doesn’t mean that an organization using these
provides is secure. The set-up, data, applications, databases, etc., is a shared security
model, and you, as a business, must run the security of your own installation.

The growing cloud usage has expanded the threat vector and introduces new challenges
for security teams, thus making it impossible to manually manage and secure the cloud.
Automating the cloud security assessment and management is a simple solution to the
inevitable problem.

"95% OF ALL CLOUD SECURITY BREACHES ARE DUE TO
MISCONFIGURATIONS. BY 2024, ORGANIZATIONS
IMPLEMENTING A CSPM OFFERING AND EXTENDING THIS INTO
DEVELOPMENT WILL REDUCE CLOUD-RELATED SECURITY

INCIDENTS DUE TO MISCONFIGURATION BY 80%"

(GARTNER, 2021)
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CLOUD SECURITY
POSTURE MANAGEMENT
(CSPM)

A cloud may connect and disconnect from hundreds or even thousands of other
networks over the course of a day. This highly active nature makes clouds
powerful, but it also makes them hard to secure. Cloud Security Posture
Management (CSPM) is an automated technology that identifies misconfiguration
issues and compliance risks in the cloud. An important purpose of CSPM
programming is to continuously monitor cloud infrastructure for gaps in security
policy enforcement.

CSPM can help reduce your operational complexity in managing security across
all your cloud applications, prevent data loss due to misconfigurations, and
ensure the latest compliance guidelines — GDPR, CCPA, HIPAA, PCl, are adhered
to in a multi-cloud infrastructure.

BENEFITS OF CLOUD
CONFIGURATION & CSPM

1. CPSM provides discovery and visibility into cloud infrastructure assets and
security configurations. Users can access a single source of truth across multi-
cloud environments and accounts.

2. Misconfigurations management and remediation eliminates security risks and
accelerates the delivery process by comparing cloud application configuration to
industry and organizational benchmarks, so violations can be identified and
remediated in real-time.

3. CSPM proactively detects threats across the application development lifecycle
by cutting through the noise of multi-cloud environment security alerts with
targeted threat identification and management approach. The number of alerts is
reduced due to CSPM'’s focus on the areas adversaries are most likely to exploit.

4. Dev SecOps reduce the overhead expense and eliminate friction and
complexity across multi-cloud providers and accounts via the centralization of
controls.
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MONITORING CLOUD
INFRASTRUCTURE & THREATS

To securely enable business initiatives in a world of advanced, targeted attacks, security and risk
management leaders must adopt a continuous adaptive risk and trust assessment approach to
allow real-time, risk and trust-based decision making.

Organizations are overly dependent on blocking and preventing mechanisms that are
decreasingly effective against advanced attacks. Comprehensive protection requires an adaptive
protection process that integrates predictive, preventive, detective, and response capabilities.

SECURING THE CLOUD

A cloud misconfiguration often occurs because of a misunderstanding of the shared
responsibility model. This means that an organization may not fully understand the different
layers of responsibility of what each third-party vendor is providing to the organization and what
the organization as the consumer is responsible for.

The impact of not understanding your responsibility as an organization can lead to the inaccurate
inventory of your cloud resources, inadequate encryption of sensitive data, and flawed
assumptions about business continuity and disaster recovery. The below graphic outlines
responsibilities of the customer vs. AWS, a third-party vendor. It is important to note that an

organization is responsible for the security in the cloud while AWS is responsible for the security
of the cloud.

CUSTOMER DATA

CUSTOMER

RESPONSIBILITY FOR
SECURITY ‘IN° THE CLOUD

PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT

OPERATING SYSTEM, NETWORK, & FIREWALL CONFIGURATION

CLIENT-SIDE DATA NETWORKING TRAFFIC
SERVER-SIDE ENCRYPTION
ENCRYPTION & DATA INTEGRITY (FILE SYSTEM AND/OR DATA) PROTECTION (ENCRYPTION,
AUTHENTICATION INTEGRITY, IDENTITY)

SOFTWARE

COMPUTE STORAGE DATABASE

HARDWARE/AWS GLOBAL INFRASTRUCTURE

AWS

NETWORKING

RESPONSIBILITY FOR
SECURITY "OF THE CLOUD

REGIONS AVAILABILITY ZONES EDGE LOCATIONS

Source: Amazon Web Services
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While many security professionals are highly skeptical about the secureness of cloud-
based services and infrastructure, it's important to implement best practices and
guidelines that should be used to securely leverage the benefits of the cloud. Some
best practices are outlined below:

« Encryption of data in transition should be end to end
« Encryption of sensitive data should be enabled at rest
« Implement and enforce a defined data deletion policy
« Complete ongoing vulnerability testing

« Add protective layers with user-level data security

SIMPLIFING YOUR CLOUD
SECURITY

Zephon's Cloud Security Posture Management (CSPM) provides discovery and
visibility into your cloud infrastructure assets and security configurations allowing you
to access a single source of truth across multi-cloud environments and accounts. Our
CSPM eliminates security risks and accelerates the delivery process so violations can
be identified and remediated in real-time. We help reduce overhead expenses and
eliminate friction and complexity across multi-cloud providers and accounts through
centralization of controls.

Identify compliance
Collect configurations and regulatory violations

SaaS Public
cloud

Continuously
assessed

Automatically remediate Analyze risk
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Zephon is a boutique cybersecurity consultancy and managed security
services provider. Using the triad of Simplification, Consolidation and
Automation, Zephon helps IT leaders across organizations maximize the
value of their cyber investments. All solutions and services provided by
Zephon are headache-free, self-healing, and personalized. The focus is
not only to save the time, effort and money spent on stronger
cybersecurity, but also increase the effectiveness, efficacy and efficiency
of these systems.

For more information, visit our website here.

Ready to start protecting your company?

CONTACT US
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